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Drawings 



1 . The drawings are objected to under 37 CFR 1 .83(a). The drawings must show 
every feature of the invention specified in the claims. Therefore, the "a warning is 
issued when the error rate exceeds a predetermined level (claim 11)" must be shown or 
the feature(s) canceled from the claim(s). No new matter should be entered. 

A proposed drawing correction or corrected drawings are required in reply to the 
Office action to avoid abandonment of the application. The objection to the drawings 
will not be held in abeyance. 

Claim Objections 

2. Claim 5 is objected to because of the following informalities: in line 2 "be" should 
be changed to —been—. Appropriate correction is required. 



3. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

4. Claim 6 is rejected under 35 U.S.C. 112, first paragraph, as containing subject 
matter which was not described in the specification in such a way as to reasonably 
convey to one skilled in the relevant art that the inventor(s), at the time the application 
was filed, had possession of the claimed invention. It is not found in the original 
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disclosure describing how "the length of the tag is determined by the predetermined 
period". 

5. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

6. Claim 6 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. Regarding method claimed, claim 6 is not seen how the 
length of the tag is determined by a combination of the predetermined period, the 
number of entries in the table, and the probability of two packets generating the same 
tag. 



Claim Rejections - 35 USC § 102 

7. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the 
United States before the invention thereof by the applicant for patent, or on an international application 
by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this 
title before the invention thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act 
of 1999 (AIPA) do not apply to the examination of this application as the application 
being examined was not (1) filed on or after November 29, 2000, or (2) voluntarily 
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published under 35 U.S.C. 122(b). Therefore, this application is examined under 35 
U.S.C. 102(e) prior to the amendment by the AIPA (pre-AlPA 35 U.S.C. 102(e)). 
8. Claims 1-3, 5, 6-9, 14-16, 18-21 and 23-24, 27-31 are rejected under 35 
U.S.C. 102(e) as being anticipated by Liu (6,018,526) and Prenell (5,664,016). 
Regarding claims 1-3, 5, 7-9, 14-16, and 18-21: 

As claim 1: Liu (6,018,526) discloses a method of switching a packet, the method 
comprising: 

computing (learning) a tag (indication) for a packet {col. 5, lines 60-64}; 

looking up (determining) the tag (indication) in a table (table AO 66, A1 68 or B0 
72, B1 74), the table comprised of entries {col.7, lines 38-41}, the entries associating 
switching information (passing the packets via the bridge; col. 5, lines 44-46) with tags 
{col.5, lines 39-46}; and 

using switching information associated with the tag in the table to switch the 
packet if there is an entry for the tag in the table {col. 5, lines 44-46}. 

As claim 2: Liu (6,018,526) discloses that the switching further comprises determining 
(by filter 64) the switching information if there is no entry for the tag in the table, and the 
determining comprising sending the packet to a system with resources for routing a 
. packet and determining switching information {col. 5, lines 39-46}. 
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As claim 3: Liu (6,018,526) discloses updating the table to include an entry for the tag 
with switching information responsive to the determining {col.5, lines 61-67, col.6, lines 
1-13}. 

As claim 5: Liu (6,018,526) discloses that the entries in the table are removed if a tag 
corresponding to the entry has not be looked up in a predetermined period {col.6, lines 
5-6}. 



As claim 7: Liu (6,018,526) discloses that a plurality of tags are generated for the 
packet, the plurality of tags corresponding to a plurality of flow detectors {col.7, lines 34- 
41; col.7, line 66 to col.8, line 2; also col.5, lines 44-46}. 

As claim 8: Liu (6,018,526) discloses that a plurality of tables are maintained, each 
table corresponding to one of the flow detectors {col.7, lines 34-41 ; col.7, line 66 to 
col.8, line 2}. 

As claim 9: Liu (6,018,526) discloses that each of the tags in the plurality of tags 
includes information about the associated flow detector {col.7, lines 34-41 ; col.7, line 66 
to col.8, line 2; also col.5, lines 44-46}. 
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As claim 14: Liu (6,018,526) discloses that the plurality of tags are computed in 
parallel by the plurality of flow detectors (fig. 3 wherein two hash 86 & 88 generate hash 
values in parallel). 

As claim 15: Liu (6,018,526) discloses that each of the plurality of tags computed by 
the plurality of flow detectors are the same length (8-bit hash value). 

As claim 16: Liu (6,018,526) discloses that the plurality flow detectors are associated 
with a priority (period of time, e.g. 5 minutes; col.6, lines 7-9), and wherein the switching 
occurs according to the priority of the flow detector. 

As claim 18: Liu (6,018,526) discloses that the computing further comprises using a 
mask of bits (an 8-bit hash value; col.6, lines 31-32) of the packet as a seed for a hash 
code generator (hash circuit 98). 

As claim 19: Liu (6,018,526) discloses that the hash code generator (hash circuit 98) is 
a pseudo random number generator {col.7, lines 34-36 wherein when a new packet 
arrives at port 92, the source address of the packet 94 is hashed to create an 8-bit hash 
value, thus the 8-bit hash value (i.e. 8-bit 219 & 220) was generated randomly in 0's and 
1's numbers by the hash circuit 98}. 
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As claim 20: Liu (6,018,526) does not explicitly disclose that the hash code generator 
is a shift register with a feedback loop. Liu discloses generating an 8-bit hash value (i.e. 
8-bit 219 & 220 in fig.10A wherein the 8-bit is generated randomly in 0 and 1 number). 
Thus, the shift register with feedback loop is inherent in the hash generator for 
generating the 8-bit of hash value in random 0's and 1's numbers, (see also Prenell et al 
5,664,016 for showing the inherent feature of hash function for generating a hash value 
in bits using a shift register with feedback loop) 

As claim 21: Liu (6,018,526) discloses that the hash code generator has a non-zero 
probability of generating the same tag from different input packets {col. 5, lines 46-48}. 

Regarding claims 23, 24, 27-29, 31: 

As claim 23: Liu (6,018,526) discloses in figures 2-3 a method comprising: 

computing (learning) a tag (indication) for a packet {col.5, lines 60-64}; 

looking up (determining) the tag (indication) in a table (table AO 66, A1 68 or B0 
72, B1 74), the table comprised of entries {col.7, lines 38-41}, the entries associating 
information about the flow (passing the packets via the bridge; col.5, lines 44-46) with 
tags {col.5, lines 39-46}; 

creating a new entry (hash value) in the table if there is no entry for the tag {col.5, 
lines 61-67 and col.6, lines 1-2}; 

removing entries that have not been accessed for a predetermined period from 
the table {col.6, lines 5-6}. 
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"updating information about the flow associated with the tag if there is an entry 
for the tag" is inherent in the creating a new entry and indication in the table and 
removing entries and indications from the table {col.5, lines 61-67, col.6, lines 1-13}. 

As claim 24: Liu (6,018,526) discloses that the creating further comprises storing data 
extracted (SA 78 & 82) from the packet in the entry {col.5, lines 64 to col.6, line 2}. 

As claim 27: Liu (6,018,526) discloses that the removing further comprises transferring 
(passing) the data associated with a tag (hash value) to a system (aging switch 102) 
with resources for storing information {col.6, lines 31-43]. 

As claim 28 Liu (6,018,526) discloses that the computing further comprises using a 
mask of bits (an 8-bit hash value; col.6, lines 31-32) of the packet as a seed for a hash 
code generator (hash circuit 98). 

As claim 29: Liu (6,018,526) discloses that the hash code generator (hash circuit 98) is 
a pseudo random number generator {col.7, lines 34-36 wherein when a new packet 
arrives at port 92, the source address of the packet 94 is hashed to create an 8-bit hash 
value, thus the 8-bit hash value (i.e. 8-bit 219 & 220) was generated randomly by the 
hash circuit 98}. 



Application/Control Number: 09/245,442 Page 9 

Art Unit: 2665 

As claim 30: Liu (6,01 8,526) does not explicitly disclose that the hash code generator 
is a shift register with a feedback loop. Liu discloses generating an 8-bit hash value (i.e. 
8-bit 219 & 220 in figure 10A wherein the 8-bit is generated randomly in 0 and 1 
number). Thus, the shift register with feedback loop is inherent in the hash generator 
for generating the 8-bit of hash value in random 0's and 1's numbers, (see also Prenell 
et al 5,664,016 for showing the inherent feature of hash function for generating a hash 
value in bits using a shift register with feedback loop) 

As claim 31 : Liu (6,01 8,526) discloses that the hash code generator has a non-zero 
probability of generating the same tag from different input packets {col.5, lines 46-48}. 

Claim Rejections - 35 USC § 103 

9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

10. Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over Liu 
(6,018,526) in view of Griesmer (5,555,405). 

Liu (6,018,526) does not explicitly discloses including an entry in the table for the 
tag associated with a switching instruction indicating that packets should be dropped 
until the determining is complete. 
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Griesmer (5,555,405) discloses a mutual exclusion circuit 91 for ensuring that the 
frame forwarding circuit 54 cannot access the hash table 90 while the packing process 
80 is writing the location of the new forwarding entry set to the pointer field of a hash 
table entry. Therefore, it would have been obvious to a skilled artisan to implement 
Griesmer's teaching of the mutual exclusion circuit 91 into the bridge of Liu's system 
and the motivation being to prevent from access either a partially written hash table 
entry or a partially copied forwarding entry set {col.15, lines 15-21 ; fig.4c & 5}. 

11. Claims 10 and 17 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Liu (6,018,526) in view of Calvignac (6,044,079). 

Liu does not explicitly disclose that an error rate is measured based on the 
number of matches between tags in the table without regard to which flow detector is 
associated with a tag (claim 10) ; or the error rate of the switching system is measured 
based on the number of cross flow detector tag matches in the table (claim 17). 

Calvignac (6,044,079) discloses in column 7, lines 41-46 wherein probability of a 
hash collision (error rate) is approximately 1.6 percent. Therefore, it would have been 
obvious to a skilled artisan to include the feature of the probability of hash collision as 
taught by Calvignac into Liu's switching system and the motivation being to manage 
congestion control of traffic on path connections {col. 8, lines 19-23}. 



Application/Control Number: 09/245,442 Page 1 1 

Art Unit: 2665 

12. Claims 25-26 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Liu (6,018,526) in view of Anderson (6,021,202). 

Liu does not explicitly disclose the packet is sent to a system with resources for 
analyzing the packet and determining billing information (claim 25) to be associated with 
the entry for the tag (claim 26). 

Anderson (6,021,202) discloses that the packet (electronic transaction; i.e., 
electronic check or fund; col.7, lines 4-60) is sent to a system (bank) with resources 
(figs.2, 6, 10, 16-17, 31, 42) for analyzing the packet and determining billing information 
(i.e. signature, amount; fig.6) {claim 25} to be associated with the entry for the tag (sha 
132; fig.6){claim 26}. Therefore, it would have been obvious to a skilled artisan to 
implement Anderson's teaching of different types of electronic document utilized the 
hash technique into the packet in Liu's system and the motivation being to reduce costs 
of creating and mailing a document, to control timing transaction, such as payments, 
both through future dating of transaction, and to reduce fraud including forgery, 
alternation, duplication, and fraudulent depositing {col. 15, lines 39-52}. 

Allowable Subject Matter 

13. Claims 11-13, 22, 32 are objected to as being dependent upon a rejected base 
claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and any intervening claims. 
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14. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Phuongchau Ba Nguyen whose telephone number is 
703-305-0093. The examiner can normally be reached on Monday-Friday from 10:00 
a.m. to 3:00 p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Huy Vu can be reached on 703-308-6602. The fax phone numbers for the 
organization where this application or proceeding is assigned are 703-872-9314 for 
regular communications and 703-872-9314 for After Final communications. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 703-305- 
4700. v 




Phuongchau Ba Nguyen 

Examiner 

Art Unit 2665 



April 19, 2002 



